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DETAILED ACTION 



Claim Rejections - 35 USC § 103 



1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identicatty disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Liles et al. (U.S. Patent No. 5,880,731 ), Albrect et al. (U.S. Patent No. (5,950,01 1 ), 
Janis (U.S. Patent No. 5,263,165), and Cutler et al. (U.S. Patent No. 5,129,083). 

3. Liles rendered obvious independent claims 1,10, and 19 by the following: 
"...providing a user defined. ..list..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 
"...containing user identifications..." at col. 7, lines 12-14. 

"...user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...referring to said user defined. ..list..." at col. 13, lines 65-67 and col. 14, lines, 1-2 : 

"...allowing said.. .user identifications..." at col. 7, lines 12-14. 

Liles does not teach the reading of a set of attributes, using a system 
administrator, using access control commands, and having read access. 

4. However, Albrecht teaches the reading of a set of attributes as follows: 
"...to read a specified set of attributes..." at col. 9, lines 57-58. 

"...listing the user attributes..." at col. 9, lines 57-58. 

"...read access to said user attributes..." at col. 9, lines 57-58. 
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It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the designated users the ability to read a set of attributes for user 
convenience. 

Albrecht does not teach the using a system administrator, using access control 
commands, and having read access. 

5. However Janis teaches the using a system administrator and using access 
control commands as follows: 

"...providing a system administrator defined..." at col. 5, lines 32-36. 
"...access control commands..." at col. 5, lines 29-32. 
"...access control command..." at col. 5, lines 29-32. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...access control command..." at col. 5, lines 29-32. 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to have a system administrator who could use access control commands to 
define access control for the security of the system. 

Janis does not teach the use of read access control. 

6. However Cutler teaches the use of read access control as follows: 
"...read list..." at col. 23, lines 56-58. 
"...for read access..." at col. 23, lines 56-58. 
"...read access..." at col. 23, lines 56-58. 
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It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the users identified in the list of user identifications read access to the 
files in order to provide system security and for user convenience. 

7. Janis rendered obvious independent claims 5, 14, and 23 by the following: 
"...providing a system administrator..." at col. 5, lines 32-36. 

"...defined. ..access control command..." at col. 5, lines 29-32. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...providing a system administrator..." at col. 5, lines 32-36. 
"...defined... access control command..." at col. 5, lines 29-32. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...administrator has selected ..." at col. 5, lines 32-36. 
"...access control command..." at col. 5, lines 29-32. 
"...access control command ..." at col. 5, lines 29-32. 

Janis does not teach the lists of user attributes, user defined lists, user 
identification lists, reading user attributes, writing user attributes, read lists, write lists, 
read access, write access, and the execution of programs. 

8. However, Albrecht teaches the use of lists user attributes, the reading of 
user attributes, and the writing of user attributes as follows: 

"...that lists the user attributes..." at col. 9, lines 57-58. 
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"...that lists the user attributes..." at col. 9, lines 57-58. 

"...to read said user attributes..." at col. 9, lines 57-58. 

"...to write said user attributes..." at col. 9, lines 59-60. 

"...client read access to one of the user attributes..." at col. 9, lines 57-58. 

"...client write access to one of the user attributes..." at col. 9, lines 59-60. 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the designated users the ability to read or write a set of attributes for 
user convenience. 

Albrecht does not teach the user defined lists, user identification lists, read lists, 
write lists, read access, write access, and the execution of programs. 

9. However, Liles teaches the use of user defined lists and user identification 
lists as follows: 

"...for user defined. ..access..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 
"...for user defined. ..access..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 
"...providing a plurality of user defined.. .lists..." at col. 13, lines 65-67 and col. 14, lines, 
1-2. 

"...containing user identifications..." at col. 7, lines 12-14. 

"...for user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...providing a plurality of user defined.. .lists..." at col. 13, lines 65-67 and col. 14, lines, 

1-2. 

"...containing user identifications..." at col. 7, lines 12-14. 

"...for user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 
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"...for user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...list of the owner of the attribute..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...for user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...list of the owner of the attribute..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow a user to define a list of other users that could have access to his or 
her files by using a list of user identifications for the convenience of the making the 
assignment of access rights and for the convenience of the other users desiring to have 
access to his or her files. 

Liles does not teach the use of read lists, write lists, read access, write access, 
and the execution of programs. 

1 0. However Cutler teaches the use of read access control, write access 
control, and using the access control to allow execution of programs as follows: 
"...read access..." at col. 23, lines 56-58. 
"...write access..." at col. 23, lines 58-60. 
"...read list..." at col. 23, lines 56-58. 
"...read access..." at col. 23, lines 56-58. 
"...write list.." at col. 23, lines 58-60. 
"...write access..." at col. 23, lines 58-60. 
"...read access occurs..." at col. 23, lines 56-58. 

"...are used to determine if said client has permission to execute... "col. 22, lines 45-50. 
"...read access.." at col. 23, lines 56-58. 
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"...write access occurs.." at col. 23, lines 58-60. 

"...are used to determine if said client has permission to execute..." col. 22, lines 45-50. 
"...write access..." at col. 23, lines 58-60. 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the users identified in the list of user identifications read access to the 
files, to allow the users identified in the list of user identifications write access to the 
files, and to allow programs to execute on data that has the proper access rights 
assigned to the users of these programs in order to provide system security and for user 
convenience. 

1 1 . Liles rendered obvious independent claims 6, 1 5, and 24 by the following: 
"...providing a user defined... list..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 
"...containing user identifications..." at col. 7, lines 12-14. 

"...user defined..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...referring to said user defined... list..." at col. 13, lines 65-67 and col. 14, lines, 1-2. 

"...allowing said. ..user identifications..." at col. 7, lines 12-14. 

Liles does not teach the writing of a set of attributes, using a system 
administrator, using access control commands, and having write access. 

1 2. However, Albrecht teaches the writing of a set of attributes as follows: 
"...to write a specified set of attributes..." at col. 9, lines 59-60. 

"...listing the user attributes..." at col. 9, lines 59-60. 

"...write access to said user attributes..." at col. 9, lines 59-60. 
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It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the designated users the ability to write a set of attributes for user 
convenience. 

Albrecht does not teach the using a system administrator, using access control 
commands, and having write access. 

13. However Janis teaches the using a system administrator and using 
access control commands as follows: 

"...providing a system administrator defined..." at col. 5, lines 32-36. 
"...access control command..." at col. 5, lines 29-32. 
"...administrator has selected..." at col. 5, lines 32-36. 
"...access control command..." at col. 5, lines 29-32. 
"...access control command..." at col. 5, lines 29-32. 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to have a system administrator who could use access control commands to 
define access control for the security of the system. 

Janis does not teach the use of write access control. 

14. However Cutler teaches the use of read access control as follows: 
"...write list..." at col. 23, lines 58-60. 

"...for write access..." at col. 23, lines 58-60. 
"...write access..." at col. 23, lines 58-60. 



Application/Control Number: 09/447,443 Page 9 

Art Unit: 2177 

It would have been obvious to one ordinarily skilled in the art at the time of the 
invention to allow the users identified in the list of user identifications write access to the 
files in order to provide system security and for user convenience. 

15. As per claims 2, 11, and 20, the "...read access...," is taught by Cutler at 
col. 23, lines 56-58, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...according to the attribute being accessed...," is taught by Albrecht at col. 9, lines 

57-58, 

the "...refers to the read list...," is taught by Cutler at col. 23, lines 56-58, 
the "...list of the owner...," is taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 
the "...of the attribute being accessed...," is taught by Albrecht at col. 9, lines 57-58, 
the "...to determine if said client has permission to execute...," is taught by Cutler at col. 
22, lines 45-50, 

and the "...read access..," is taught by Cutler at col. 23, lines 56-58 

16. As per claims 3, 12, and 21, the "...providing a user defined. ..list...," is 
taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 

the "...write list...," is taught by Cutler at col. 23, lines 58-60, 
the "...list containing user identifications...," is taught by Liles at col. 7, lines 12-14, 
the "...that are allowed to write a specified set of attributes...," is taught by Albrecht at 
col.. 9, lines 59-60, 

the "...providing a system administrator...," is taught by Janis at col. 5, lines 32-36, 
the "...defined.. .access control command...," is taught by Janis at col. 5, lines 29-32, 
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the "...write access...," is taught by Cutler at col. 23, lines 58-60, 

the "...write access...," is taught by Cutler at col. 23, lines 58-60, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...listing the user attributes...," is taught by Albrecht at col. 9, lines 59-60, 

the "...said administrator has selected..." is taught by Janis at col. 5, lines 32-36, 

the "...for user defined... access...," is taught by Liles at col. 13, lines 65-67, and col. 14, 

lines 1-2, 

the "...write access...," is taught by Cutler at col. 23, lines 58-60, 

the "...write access...," is taught by Cutler at col. 23, lines 58-60, 

the "...access control command referring to...," is taught by Janis at col. 5, lines 29-32, 

the "...user defined... list is taught by Liles at col. 13, lines 65-67, and col. 14, lines 1- 

2, 

the "...write list...," is taught by Cutler at col. 23, lines 58-60, 

the "...list.. .user identifications...," is taught by Liles at col. 7, lines 12-14, 

and the "...write access to said user attributes...," is taught by Albrecht at col. 9, lines 

59-60. 

17. As per claims 4, 13, and 22, the "...write access...," is taught by Cutler at 
col. 23, lines 58-60, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...according to the attribute being accessed...," is taught by Albrecht at col. 9, lines 

59-60, 

the "...refers to the write list...," is taught by Cutler at col. 23, lines 58-60, 
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the "...list of the owner...," is taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 
the "...of the attribute being accessed...," is taught by Albrecht at col. 9, lines 59-60, 
the "...to determine if said client has permission to execute...," is taught by Cutler at col. 
22, lines 45-50, 

and the "...write access..," is taught by Cutler at col. 23, lines 58-60. 

18. As per claims 7, 16, and 25, the "...write access...," is taught by Cutler at 
col. 23, lines 58-60, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...according to the attribute being accessed...," is taught by Albrecht at col. 9, lines 

59-60, 

the "...refers to the write list...," is taught by Cutler at col. 23, lines 58-60, 
the "...list of the owner...," is taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 
the "...of the attribute being accessed...," is taught by Albrecht at col. 9, lines 59-60, 
the "...to determine if said client has permission to execute...," is taught by Cutler at col. 
22, lines 45-50, 

and the "...write access..," is taught by Cutler at col. 23, lines 58-60. 

19. As per claims 8, 17, and 26, the "...providing a user defined... list...," is 
taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 

the "...read list...," is taught by Cutler at col. 23, lines 56-58, 
the "...list containing user identifications...," is taught by Liles at col. 7, lines 12-14, 
the "...that are allowed to read a specified set of attributes...," is taught by Albrecht at 
col.. 9, lines 57-58, 
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the "...providing a system administrator...," is taught by Janis at col. 5, lines 32-36, 

"...defined. ..access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...read access...," is taught by Cutler at col. 23, lines 56-58, 

the "...read access...," is taught by Cutler at col. 23, lines 56-58, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 

the "...listing the user attributes...," is taught by Albrecht at col. 9, lines 57-58, 

the "...said administrator has selected...," is taught by Janis at col. 5, lines 32-36, 

the "...for user defined... access...," is taught by Liles at col. 13, lines 65-67 and col. 14, 

lines 1-2, 

the "...read access...," is taught by Cutler at col. 23, lines 56-58, 

the "...read access...," is taught by Cutler at col. 23, lines 56-58, 

the "...access control command referring to...," is taught by Janis at col. 5, lines 29-32, 

the "...user defined... list ...," is taught by Liles at col. 13, lines 65-67, and col. 14, lines 1- 

2, 

the "...read list...," is taught by Cutler at col. 23, lines 56-58, 

the "...list.. .user identifications...," is taught by Liles at col. 7, lines 12-14, 

and the "...read access to said user attributes...," is taught by Albrecht at col. 9, lines 57- 

58. 

20. As per claims 9, 18, and 27, the "...read access...," is taught by Cutler at 
col. 23, lines 56-58, 

the "...access control command...," is taught by Janis at col. 5, lines 29-32, 
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the "...according to the attribute being accessed...," is taught by Albrecht at col. 9, lines 
57-58, 

the "...refers to the read list...," is taught by Cutler at col. 23, lines 56-58, 
the "...list of the owner...," is taught by Liles at col. 13, lines 65-67 and col. 14, lines 1-2, 
the "...of the attribute being accessed...," is taught by Albrecht at col. 9, lines 57-58, 
the "...to determine if said client has permission to execute...," is taught by Cutler at col. 
22, lines 45-50, 

and the "...read access..," is taught by Cutler at col. 23, lines 56-58. 

Conclusion 

21 . Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Harold E. Dodds, Jr. whose telephone number is 
(703)-305-1802. The examiner can normally be reached on Monday - Friday 8:00 - 
4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John E. Breene can be reached on (703)-305-9790. The fax phone 
numbers for the organization where this application or proceeding is assigned are (703)- 
305-9730 for regular communications and 703-746-7238 for After Final 
communications. 
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Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703)- 
305-3900. 

Harold E. Dodds, Jr. 
Patent Examiner 
January 25, 2002 
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